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f ENT COOPERATIOiy TREATY 

PCT 



INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 



Applicants or agenf s file reference 
RCA 89865 


FOR FURTHER Notification of Transmittal of international Search Report 

(Form PCT/ISA/220) as well as, where applicable, Item 5 below. 

ACTION 


International application No. 

PCT/ US 00/28942 


International filing date (day/month/year) 

19/10/2000 


(Earliest) Priority Date (day/month/year) 

19/10/1999 


Applicant 

THOMSON LICENSING S.A. et al . 



This International Search Report has been prepared by this International Searching Authority and is transmitted to the applicant 
according to Article 18. A copy is being transmitted to the International Bureau. 

This International Search Report consists of a total of 3 sheets. 

[X| It is also accompanied by a copy of each prior art document dted In this report. 



1 . Basis of the report 

a. With regard to the languajge, the international search was carried out on the basis of the International application In the 
language In which It was filed, unless othenvlse indicated under this Item. 



□ 



the International search was canied out on the basis of a translation of the international application furnished to this 
Authority (Rule 23.1(b)). 



b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 
was carried out on the basis of the sequence listing : 

I I contained in the international application in written form. 

filed together with the International application In computer readable form. 



2. 

3. 



□ 
□ 
□ 
□ 

□ 

□ 
□ 



furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readble form. 

the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

the statement that the information recorded in computer readable form is identical to the written sequence listing has been 
furnished 

Certain claims were found unsearchable (See Box 1). 
Unity of invention is lacking (see Box II). 



With regard to the title, 

PC] the text Is approved as submitted by the applicant. 

I I the text has been established by this Authority to read as follows: 



With regard to the abstract, 

pr| the text is approved as submitted by the applicant. 

I I the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box III. The applicant may, 
' — i within one month from the date of mailing of this international search report, submit comments to this Authority. 



6. The figure of the drawings to be published with the abstract Is Figure No. 
pr| as suggested by the applicant. 
I I because the applicant failed to suggest a figure. 
I I because this figure better characterizes the invention. 



I I None of the figures. 
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Applicant's or agent's file reference 
RCA 69865 



international application No. 
PCT/USOO/28942 



FOR FURTHER ACTION 



See Notification of Transmittal of International 
Preliminary Examination Report (Fomri PCT/IPEA/416) 



International filing date (day/month/year) 
19/10/2000 



Priority date (day/month/year) 
19/10/1999 



Intematlonal Patent Classification (IPC) or national classification and IPC 
H04N7/167 



Applicant 

THOIVISON LICENSING S.A. et al. 



1 . This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and Is transmitted to the applicant according to Article 36. 

2. This REPORT consists of a total of 5 sheets, including this cover sheet. 

S This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of 5 sheets. 



3. This report contains indications relating to the following items: 

Basis of the report 

Priority 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 
Lack of unity of invention 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial app 
citations and explanations suporting such statement 



1 




II 


□ 


III 

IV 


□ 


V 


□ 


VI 


□ 


VII 


□ 


VIII 


□ 



Date of submission of the demand 
02/05/2001 


Date of completion of this report 
14.11.2001 


Name and mailing address of the international 
preliminary examining authority: 

^ European Patent Office 
/n)] 0-80298 Munich 

Tel. +49 89 2399 - 0 Tx: 523656 eomu d 
Fax: +49 89 2399 - 4465 


Authorized officer ^--^^^r^ 

Luckett. P (1 Ml 1) 

Telephone No. +49 89 2399 8965 \^fw*^/ 



INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCT/USOO/28942 



I. Basis of the report 

1 . With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office In response to an invitation under Article 14 are referred to In this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70, 17)): 
Description, pages: 

1 -6 as originally filed 

Claims, No.: 

1 -22 as received on 29/1 0/2001 with letter of 25/1 0/2001 

Drawings, sheets: 

1/2,2/2 as originally filed 

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless othenwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1(b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed In the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application In computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 

the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 



Form PCT/IPEA/409 (Boxes l-VIII. Sheet 1) (July 1998) 



INTERNATIONAL PRELIMINARY 

EXAMINATION REPORT International application No. PCT/USOO/28942 

□ the drawings, sheets: 

5. □ This report has been established as if (some of) the amendments had not been made, since they have been 

considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report,) 

6. Additional observations, if necessary: 

Hi. Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 

1 . The questions whether the claimed invention appears to be novel, to involve an inventive step (to be non- 
obvious), or to be industrially applicable have not been examined in respect of: 

□ the entire international application. 
Kl claims Nos. 1 -22. 

because: 

□ the said international application, or the said claims Nos. relate to the following subject matter which does 
not require an international preliminary examination {specify^: 

\S the description, claims or drawings {indicate particular elements beloW) or said claims Nos. 1 -1 8 are so 
unclear that no meaningful opinion could be formed (specity): 
see separate sheet 

lEI the claims, or said claims Nos. 1 ,5,13,17 are so inadequately supported by the description that no 
meaningful opinion could be formed, 

IS no international search report has been established for the said claims Nos. 19-22. 

2. A meaningful international preliminary examination cannot be carried out due to the failure of the nucleotide 
and/or amino acid sequence listing to comply with the standard provided for in Annex C of the Administrative 
Instructions: 

□ the written form has not been furnished or does not comply with the standard. 

□ the computer readable form has not been furnished or does not comply with the standard. 

I 
I 

I 
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INTERNATIONAL PRELIMINARY International application No. 

EXAMINATION REPORT - SEPARATE SHEET 



PCT/USOO/28942 



Re Item III 

Non-establishment of opinion with regard to novelty, inventive step and industrial 
applicability 

1a The features of the independent claims are cast in such broad and vague terms 
that these claims are not deemed to find adequate technical support in the 
description nor to be adequately clear to enable a fair determination of their 
intended scope (Art 6, PCT). 

1 b The features of the independent claims are not defined with sufficient explanation 
of the interworking technical relationship there between. 

1c The terms: "approval code", "code associated with", "data associated with said 
source and sink devises" (claim 1 et seq); "identifiers associated with", "data 
corresponding to said identifiers" (claim 5 et seq); are vague and unclear and 
leave the reader in doubt as to the meaning of the technical features to which they 
refer, thereby rendering the definition of the subject-matter of the claims unclear 
(Art 6 PCT). 

Id The independent claims 1,5, 13, 17 all rely upon a different range/combination of 
features. In addition to the above obscurities, further doubt is cast upon the 
claims' intended scope by the disparity between the features of the respective 
independent claims to the extent that it is not apparent that the claims as a whole 
even define a single invention. They are not so linked as to form a single general 
inventive concept (Rule 13.1 PCT) 

1e The dependent claims generally give rise to similar objection. They are not such 
as to be of any assistance in the technical interpretation of their respective head 
claims. 

2 In as far as their scope can at present be determined, it appears that at least 
some of the broader claims are rendered obvious by a skilled person's common 
knowledge coupled with the disclosure of :- 

3 D1 : WO 99 07150 A (SCIENTIFIC ATLANTA) 1 1 February 1999 (1999-02- 



Form PCT/Separate SheeV409 (Sheet 1) (EPO-April 1997) 



INTERNATIONAL PRELIMINARY International application No. 

EXAMINATION REPORT - SEPARATE SHEET 



PCT/USOO/28942 



11) 

4 The newly filed claims 19-22 were not included in the application as originally 
filed. No international search has been drawn up in respect of these claims. As no 
indication has been provided of any part of the original description which could 
form a basis for these new claims, they appear to constitute the inadmissible 
addition of subject matter. Article 19(1) &(2) PCT 

5 The independent claim/s/ should be cast in the two part form, with those features 
which in combination are part of the prior art (see document D1) being placed in 
the preamble. This is considered to be particularly appropriate in the present case 
as it is regarded as essential to establishing a clear picture of the contribution 
made by the applicants vis-a-vis the closely relevant subject matter known from 
D1. 

6 Reference signs in parentheses inserted in the claims would increase their 
intelligibility. This applies to both the preamble and characterising portion. 

7 The description should be brought into conformity with the any new claims filed; 
care should be taken during revision, especially of the introductory portion 
including any statements of problem or advantage, not to add subject-matter 
which extends beyond the content of the application as originally filed. 

8 Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant background art 
disclosed in the document D1 is not mentioned in the description, nor is this 
document identified therein. To reflect the state of the art adequately in the 
description, the document D1 should be identified in the opening pages and the 
relevant background art disclosed therein should be briefly discussed. 
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1. A method for verifying that a source device is authorized to communicate protected 
content to a sink device comprising: 

receiving at said source device an approval code associated with said source and sink 
5 devices; 

determining, in said source device, a local code using data associated with said source 
and sink devices; and 

comparing at least a portion of said approval code to at least a portion of said local 

code. 

10 

2. The method according to claim 1, wherein said approval code is determined based on a 
hash calculation using identifiers uniquely associated with said source and sink 
devices and wherein said local code is determined based on a hash calculation using 
data from said sink device and a source identifier prestored in said source device. 

15 

3. The method according to claim 2, wherein said data associated with said source device 
for determining said local code is not public information and wherein said data associated 
with said sink device for determining said local code is public information. 



20 4, The method of Claim 2, wherein said identifiers are serial numbers or other 
identification codes accessible to a user, and wherein said data firom said sink device used in 
said hash calculation is a public key. 
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5. A method for verifying that a source device is authorized to communicate protected 
content to a sink device comprising: 

providing substantially unique identifiers associated with said source and sink devices 
to a validation authority; 

receiving from said validation authority an approval code, said approval code using 
data corresponding to said identifiers; 

determining, in said source device, a local code using said data associated with said 
source and sink devices, and 

comparing at least a portion of said approval code to at least a portion of said local 

code. 

6. The metiiod of Claim S, further comprising said validation authority providing said at 
least portion of said approval code to a user, and said user providing said at least portion of 
said approval code to said source device. 

7. The method of Claim S, wherein said substantially unique identifiers are provided to 
said validation authority by said user. 

8. The method of Claim S, wherein said source device is selected from one of an access 
device and a media player and wherein said sink device is a digital television. 

9. The method of Claim 5, wherein said data associated with said source device is 
secured so as not to be readily ascertainable by said user. 



WO01/300S3 
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10. The method of Claim 5, wherein said data associated with said soxirce and sink devices 
comprises a unique identification indicative of said source device and a public encryption key 
associated with said sink device. 

S 11. The method of Claim 10, wherein said unique identification indicative of said source 
dcAdce is secured firom a user of said source device. 

12. The method of Claim 1, further comprising said source device commimicating whether 
said source device is authorized to provide said content to said sink device to a user, and 

10 intentionally delaying communicating whether or not said compared approval code and local 
code are consistent. 

13. A method for authenticating at least one security key and at least one identifier used to 
access protected content, said method comprising: 

IS receiving at a first device a plurality of security keys witii said content; 

receiving said identifier at said first device to be used to provide said content to a 
second device, said identifier being associated with said second device; 

selecting one of said plurality of security keys using said first device; and, 

providing said content to said second device using said first device and selected 
20 security key. 

14. The method according to claim 13, fiirther comprising providing a serial identification 
indicative of said second device for accessing said content to a validation authority. 



wo 01/30083 
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15. The method according to claim 14, further comprising determining an identifier 
associated with said second device using said serial identification. 



16. The method of Claim 13, wherein said plurality of security codes are indexed in a 
5 table of keys and said identifier is the index of said select key in the table of keys and a result 
of a hash fimction of said identifier. 



17. A method for verifying that a source device having an associated substantially unique 
identification and serial number and a sink device having a substantially unique key and serial 

10 number should have access to content by using a validation authority, wherein said unique 
identification is secured fix)m access by a user of said source device, said method comprising: 

providing said serial numbers to said validation authority; 

said validation authority determining said substantially unique identifier using said 
serial numbers; and, if said access to said content is authorized, 

15 said validation authority determining an authorization identifier using said 

substantially unique identifier, 

said source device determining a local identifier using said substantially imique 
identifier; and, 

verifying said source device and sink device should have access to content if said 
20 authorization idmtifier and local identifier correspond to one another. 

18. The method of Claim 17, further comprising said validation authority providing said at 
least portion of said authorization identification to a user, and said user providing said 
authorization identification to said source device. 
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15 



20 



19. A method for veriiying that a set top box is authorized to communicate protected content 
to a digital television comprising: 

receiving at said set top box an approval code associated with said set top box and said 
digital television; 

determining, in said set top box, a local code using data associated with said set top 
box and said digital television; and 

comparing at least a portion of said approval code to at least a portion of said local 

code. 

20. The method of claim 19, wherein the approval code is generated using the respective serial 
numbers of the set top box and the digital television. 

21. A method for verifying that a digital video recorder is authorized to communicate 
protected content to a digital television comprising: 

receiving at said digital video recorder an approval code associated with digital video 
recorder and said digital television; 

determining, in said digital video recorder, a local code using data associated with said 
digital video recorder and said digital television; and 

comparing at least a portion of said approval code to at least a portion of said local 

code. 

22. The method of claim 21, wherein the approval code is generated using the respective serial 
numbers of the digital video recorder and the digital television. 
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From the 

INTERNATIONAL PRELIMINARY EXAMINING AUTHORITY 



PATENT COOPERATION TEpUY 
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IE INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 
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Date of mailing 

(day/month/year) 14.11 .200 1 


Applicant's or agenf s file reference 
RCA 89865 


IMPORTANT N0T1FICA110N 


International application No. 
PCT/USOO/28942 


International filing date (day/month/year) Priority date (day/month/year) 
19/10/2000 19/10/1999 


Applicant 

THOMSON LICENSING S,A. et al. 



1 . The applicant is hereby notified that this International Preliminary Exannining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the international application. 



2. A copy of the report and its annexes, if any, is being transmitted to the Intemational Bureau for communication 
to all the elected Offices. 

3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of the 
report (but not of any annexes) and will transmit such translation to those Offices. 



'4. 



REMINDER 

The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices) (Article 
39(1)) (see also the reminder sent by the International Bureau with Form PCT/IB/301). 



Where a translation of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary examination report. It is the applicant's 
responsibility to prepare and fumish such translation directly to each elected Office concerned. 



For further details on the applicable time limits and requirements of the elected Offices, see Volume II of the 
PCT Applicant's Guide. 
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